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EpvHasa cuctema onsg MOHUTOPUHIA
M YNPOBNEHUS YCTPONCTBAMM

Hik-ProConnect — 3T0 egMHAa CUCTEMA HO OCHOBE O6/IA4YHOM TEXHOMOMMK, KOTOPAS MOMOraeT
OPraHM30BATb YMPOBEHNE CePBUCAMM 018 BALUMX 3AKA3YMKOB U PACLUMPUTL BALL 6M3HEC 3a
CYET NoArnmcoK.

Bbl MOXeTe OTCNeXMBATb COCTOSIHME CUCTEMbI HO O6BEKTAX BALLUMX KITMEHTOB U YCTPAHSTD
npo6éneMbl YAANEeHHO, NCMOJb3ys HALLY NPOCTYIO U HOOEXHYIO NMIATHopMy.

PeweHue Hik-ProConnect nosBonsier BaM HACTPAUBATb MHAUBUAYANIbHbIE CUCTEMbI
6e3onacHOCTM AN KAMEHTOB 61arofapa egMHoMy pelueHuto Hikvision, kotopoe BKoUYaeT B Ce64
BUOEOMOHUTOPMHT, 3ALLUTY OT BTOPXEHUM, KOHTPOSb OCTYNA, LOMOPOHUIO M MHOroe Apyroe.

* Jlerknn AOCTyn K cCepBXCAM C MOMOLLbIO * BoaMoOXHOCTH yOANEeHHOro ynpasneHna n
nopTtanau MOBUNBbHOIO MPEUNOXeHUnd OéCJ’Iy)KMBCIHMﬂ Ang noBblLLUEeHUSA Ka4YeCTBd U

3¢ PEKTUBHOCTN OKAIAHUS YCIyr
* UeHTpanMsoBaHHOE ynpaeneHue

YCTPONCTBAMM + Bonee addeKkTUBHBIN NPOoLECcC YCTAHOBKU

_ YCTPOWCTB
* HenpepbIBHbIN MOHUTOPUHI COCTOSIHUS

ycTponcTs 24/7 * [TprBA3KA PA3NUYHBIX YCTPOMCTB 1 OTNPABKA
OMNepPATUBHbIX YBEOOMIIEHUN O COBbLITUSIX U
CBSI30HHbIX BUOEO3AMNUCeN B MOBUIbHOE
npunoxeHue Hik-Connect

* MHOXecTBO YYeTHbIX 3arnm1cen ¢
MHONBUOYASIbHbIMU PA3pEeLleHNAMU

* MponyMAHHbIA MEXAHU3M YNPABAEHMS

! + Ko6peHamHr 1 BO3MOXHOCTU ans
NPOBAMM JOCTYNA K YCTPOWCTBAM

NPOABUXEHNS 6PeHOd NOCTABLLMKA YCIyT



@ Nopran Hik-ProConnect

BA3OBbIE BO3MOXXHOCTHU

+ IHCTpyKLMK MOCTepA YCTAHOBKM MOMOTYT MOMb30BATENSAM
B NPOLLeCCce HACTPOMKM M IKCTIYyATALMN.

+ OTNpaBKa OB6PATHOM CBSA3W MPU HANMYKUM BOMPOCOB U
npensoxXeHnn.

« [leMoHcTpaums ocHOBHbIX dyHKUMI Hik-ProConnect 6e3
CO3ACHNS KOKUX-TIMOO YHETHbBIX 3anuncei n 6e3
Heo6Xx0dMMOCTN OAbHENLLIEN PErnCTPALMM, NCMONMb3OBAHNS
1 nokynku Hik-ProConnect.

+ [No6anbHoe pa3BepThIBAHWE CepBepad Anst 6onee 6bICTPOro
1 cTaéunsHoro goctyna k Hik-ProConnect.

YMPABJIEHUE YCTPOUCTBAMU

[o6aBneHme yCTpOMCTB C MOMOLLbIO cepBucoB SADP,
Hik-Connect (P2P), IP-agpecd, BOMEHHOTO UMEHM U
30paHee 304GHHOMO LWAGIOHA.

YooneHHoe 06HOBEHWEe OOHOIO UMM HECKOSbKUX YCTPOMCTB.
HacTtponka DDNS gns koonpyowmx YCTPOMCTB C
HeOencTBUTENbHBIMU UM YCTAPEBLLVMU BEPCUAMU
MPOLLMBKM, DO6ABEHHBIX C MoMoLLbio Hik-Connect (P2P),
YTOGEl O6EeCneUnTb HagexaLlee ynpaBneHne C MOMOLLbIO
Hik-ProConnect.

MNepeHoc ycTponcTs n3 yuyeTtHom 3anmck Hik-Connect B
Hik-ProConnect, Bkntoyas yCTPOMCTBA, JOOABMEHHbIE B
yyeTHyto 3anmck Hik-Connect, n ycTponcTea, [OCTYN K
KOTOPbIM 6bI1 MPEAOCTABNEH APYIMMU NOMb30BATENSMM.
MpocMoTP 1 BOCMPON3BEAEHNE BMAEO B PeXmMe
PEeanNbHOro BpeMeHM.

MopoepXka Nepexond Ha CTPAHULLY YOANEHHOM
KOHPUIypALMM N HOCTPOMKM NAPAMETPOB YCTPONCTBA.

* HacTporka NnapaMeTpoB NOACYETA NOCETUTENEN Yepesd
noptan Hik-ProConnect 1 npocMoTp AAHHBIX NOACYETA B
MoBunbHOM Npunoxerun Hik-Connect.

* HacTporka napaMeTpoB U3MEPEHUS TEMNEPATYPbI Yepes
noptan Hik-ProConnect 1 NpocMOoTp OAHHBIX U3MepeHuit B
MoBunbHOM NpunoxexHun Hik-Connect.

MogaepXka ynpaeneHmns oxXpaHHomn naxHensto AX Pro,
BKJTIOYAIS HOCTPOWMKM YCTPOMCTB, YOANEeHHOe
06CNYXNBAHWNE, YNPABNEHME NOMb30OBATENSMU, MPOBEPKY
PABOTOCNOCOBHOCTU U T.4,.

YNPABJIEHUE OBBEKTAMMU

- [o6asneHne HOBOrO MM CYLLECTBYOLLEro OGbekTa.

MpurnaleHne KOHeYHOro NoJIL30BATENS B KAYECTBE
BNOAESbLA O6bEKTA MO INEKTPOHHOM NoYTE Nu
COOOLLEHMNEM.

YCTOHOBLLMK MOXET NOAATb 3A5BKY HO OBTOPU3ALMIO
BNagesbLy 06bekTd Ansg O6CAYXMBAHUS MW YNPABAEHNS
O6BEKTOM.

YCTOHOBLLMK MOXeT oTkntounTb cepauc Hik-Connect ong
YCTPOWMCTB, ecnu GyHKLUMS «PaspeLunTtb OTKNoYeHne cepBmca
Hik-Connect» 6bina BKKOYEHA NPY NPUIMALLEHUM BNAAENbLA
06bEKTA.

NPUBSI3KA YCTPOUCTB

HacTporka npaBun NpUBS3kK YCTPOMCTB HO O6beKTe.

6 NpenyCTOHOBMIEHHbIX LUIAGIOHOB A1 MPUMEHEHWS B TUMOBbIX
CUTYaLMSIX.

[Ba pexuma casaau, Bkodas LAN u Cloud P2P.

COCTOSIHUE YCTPOWCTB

OTOBpaXEHME CMNUCKA YCTPONCTB AN KOXO0rO O6beKkTa U
MHbOPMALMM 06 NX COCTOSAHUM.

ABTOMATNYECKAS 1 PYYHAS MPOBEPKA COCTOSIHUS YCTPOMCTB.
OTOBpPaXEHME COCTOSAHUS YCTPOMCTB KOOAUPOBAHMS,
OXPOHHOWM NAHENW, YCTPOWCTB KOHTPOMS 4OCTYNAd, BUASO-
0OMOGOHOB, ABEPHOIO 3BOHKA 1 6noka Hik-ProConnect.

UCKJTIOYEHUSA

HacTtporka npaBunn 4nsg UCKMKOYEHN C LENBIO MOHUTOPUHIC
COCTOSIHUS NOAOTHETHBIX PECYPCOB B PEXMME PEASbHOrO
BPEMEHN.

My 06HAPYXEHUM NCKNIOUYEHNS YCTPOMCTBO OTNPABUT
yBegomneHue B Hik-ProConnect.

[MpocMOTP 1 aKCMOPT 3anmMcen 06 NCKTIOYEHMSIX.

*OBJIAMHOE XPAHEHUE

[MoKynKa NAKETOB YCAYr O6AYHOIO XPAHUAMLLA.

AKTUBALMS CYXO6bl OBNAYHOrO XPAHUNLLC 15 6110oKA
Hik-ProConnect nnu oénayHoro xpanunuwia DVR ons
3Arpy3KM B O6/IAKO CBA3AHHBIX C COBBITUSAMM
BMOEOMATEPUANOB C NPUBA3AHHBLIX KOHAMOB.

AKTUBALMS UK NPOLSIEHNE MOANMMCKU HO CePBUC OB/IAYHOIO
XPOHUNLLG 1S KOHANA.

Mpumeuanune: PyHKLMM, OTMEUYEHHbBIE *, MOTYT EbITb HEAOCTYMHbI B ONPeAeNIeHHbIX CTRAHOX MU PETMOHOX.

CM. $YHKLUUOHANBHOCTb B KOHKPETHOM UHTepdeiice.



BE3OMNACHOCTb MNPOMEE

Moanepxka WndposaHus kKaHanos: HTTPS n TLS / SSL « DyHKLMSA KO-BPEHANHIA AN OTOGPAXEHMS TOrOTUMNA MOHTOXKHOWM
MNCMOMb3YOTCS A4N15 06ecneyeHms 6e30MaCHOCTM NpoLecca KOMMAHUW B MOBUbHOM npunoxerHun Hik-Connect

nepenayn OaHHbIX. 1N NPOABUXEHNS 6PeHAa.

Moppepxka wndpoBarms curHana: AES 128 1 RSA ncnonsaytotes + AyTEHTUPUKALMS YHETHOM 3AMUCU: BBOF, KOAA AYTEHTUGUKALMN
Ons o6ecrneyeHns 6e30nacHOCTU NePEnABAEMbIX OAHHbIX. WM OTMPOBKA OHMAMH-3ABKM (YCOBUSI MOMYT PAMYATLCS B

3aLMTA yYETHOM 3AMMCK OT B3NTOMA.

MNMopaepXka LWndPOBAHMS NPOBEPOYHOrO KOAa A4
ob6ecneyeHns 6e30MNACHOCTM NMOTOKOBOW Nepenaym
BO BpeM$ yOANEeHHOro NPOCMOTPA BUAEO B PeXMMe
PEANbHOrO BPEMEHW U 3ArPY3KM.

30BMCUMOCTM OT CTPAHbI UM PErMoHA).
« [lonck xypHONoOB onepaumin 6e30NaCHOCTM 3a nocnegHne 90
oHen.

MNMoppepxka Cloud P2P ons ycTaHOBNEHWs 6€30NacHOro
coefMHEHNs 6e3 COMOCTABMNEHWS MOPTOB, A TAKXe ANs
NPEROTBPALLEHNS OTKPBITUS MOPTOB B O6LLEOOCTYMNHOM CETW.
YHUKONbHbIA CEPUHBIM HOMEP, MPUBA3AHHbIN K OQHON YYETHOM
3anucu, 4N NPeaoTBPALLEHNS HOOABNIEHNS YCTPONCTB

3/10YMbILLUNTEHHUKAOMMN.

CMNELIUGUKALIUU

B Ta6nu1ue nokazaHa MAakcuManbHas npoussoguTenbHocTb noptana Hik-ProConnect.

XapaKkTepucTuku

HO,D,,EI,ep)Kl/IBOeMbIe A3bIKM

KonnyecTtBo coTpyaHUKoB
KonnyecTtBo 06bekToB
KonnuyecTteo ycTponcTs

Cpok XpaHeH1s yBegoMaeHNn

CpOK XPAHEHMS XYPHAIOB COBBITUI

MakcumanbHas NpPoOU3BOAUTESNIBHOCTD

AHIINACKNA, APABCKMIA, BPA3NNIBCKUIA MOPTYrONbCKNM, BONTAPCKNA,
XOPBATCKMM, YELLCKUIA, OATCKNMA, FONNAHOCKNA, 3CTOHCKUIM, dapcK, GUHCKMA,
OPAHLY3CKUIA, HEMELIKUIA, IPEYECKUA, UBPWT, BEHITEPCKUIM, UHOOHE3NNCKUIA,
UTANBAHCKUIN, AMOHCKUIN, KO3AXCKNM, KOPENCKUI, NOTHILLCKUM, JIMTOBCKUN,
HOPBEXCKMI, MOMBbCKMI, MOPTYrONbCKNM, PYMBIHCKNI, PYCCKUIM, CEPOCKNN,
CrIOBALKWI, CIIOBEHCKUIA, UCTIAHCKU, LUBEOCKWI, TOMCKUA, KUTONCKUNA,
TYELKNIA, YKPOANHCKUI, Y3GEKCKNIA 1 BBETHAMCKMIA

He orpanuyeHo
He orpaHuyeHo
He orpaHuyeHo
[o 7 gpHen

[o 90 gHen
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Mo6unbHOE NPUNOXEeHUe
Hik-ProConnect

BA30OBbIE BOBMOXXHOCTHU

OTnpaBKa 06PATHOM CBA3W NP HANMYMK BOMPOCOB U
npenoxeHun.

[mo6anbHoe pPa3BEepPTLIBAHWE CepBepa Ang 6onee
6bICTPOrO 1 CTabUIbHOro goctyna k Hik-ProConnect.

YNPABJIEHUE OBBbEKTAMMU

[o6aeneHne HOBOro UK CYLLIECTBYHIOLLIErO O6BEKTA.
MpurnaweHne KOHeYHOro NoNb3OBATENS B KOYECTBe
BNAfesNbLO O6bEKTA MO 3MEKTPOHHOM NoYTe Unu
COOBLLEHNEM.

YCTAHOBLLMK MOXET MOAATb 3ASBKY HO ABTOPM3ALMIO
BnagesnbLy 06bekTa Ansg O6CTYXUBAHUS UK YNPOBNEHNS
O6bEeKTOM.

YCTAHOBLLMK MOXET oTktounTb cepauc Hik-Connect
0719 YCTPONCTB, ecnu GyHKLMS «Pa3pelumnTs OTKYEHME
cepsuca Hik-Connect» 6bina BkntoueHa npu
MPEUrAALLEHUN BNOOENbLIO O6bEKTA.

YMPABNEHUE YCTPOUCTBAMMU
[o6aeneHne ycTponcTe ¢ nomoLlbto QR-koaa,
Hik-Connect (P2P), IP-agpeca unv 0OMEeHHOro MMEHMU.

YoaneHHoe 06HOBNEHNE OOHOIO UMM HECKOMbKIMX YCTPOWCTB. @

HacTtporka DDNS gns koanpyowmx YCTPOMCTB C
HeOencTBUTENbHBIMU UM YCTAPEBLUMMU BEPCUAMU
MPOLLMBKM, 0O6ABNEHHBIX C MoMoLLbio Hik-Connect (P2P),
YTOGbl O6EeCneunTb Hagexallee ynpaBneHme C MoMOLLbIO
Hik-ProConnect.

MpPOCMOTP 1 BOCMPOU3BEAEHNE BUOEO B PEXMME PEASbHOrO
BPEMEHM.

MNoonepXka Nepexond Ha CTPAHULY YOATEHHOM
KOHOUIypaLmMmn 1 HOCTPOMKM NAPAMETPOB YCTPONCTBA.
MopaepXka ynpaeneHus oXpaHHon naxensto AX Pro,
BKJIOYAIS HOCTPOWMKW YCTPOMCTB, YOANEHHOE OBCTYXMBAHME,
yNpPABneHne Nnosib3oBATENSIMU, MPOBEPKY
PAB0OTOCNOCOBHOCTM U T.4.

NPUBSA3KA YCTPOUCTB

HacTporka npaBunn NpUBS3KK YCTPOMCTB HO O6beKTe.

6 NpenyCTAOHOBIEHHbIX LUAGIOHOB A1 MPUMEHEHMS B TUMOBbIX
CUTYaLMSIX.

[Ba pexuma casaaun, Bkodas LAN u Cloud P2P.

UCKJTIOMEHUSA

HacTporka npasun ons UCKMIOYEHUR C LLenbio MOHUTOPUHIA
COCTOSIHMS MOAOTUYETHBIX PECYPCOB B PEXMME PeasibHOro
BpEMEHM

My 06HAPYXEHUU UCKITIIOYEHWS YCTPOMCTBO OTNPABUT
yBepomneHme B Hik-ProConnect.

[MpOCMOTP 1 IKCMOPT 3aNMUCEN 06 UCKTIOUYEHUSIX.

*OBJIAMHOE XPAHEHUE

AKTUBALMS CIYXO6bl OBNAYHOTO XPAHUNLLC 415 6110KA
Hik-ProConnect nnu oénayHoro xpanunuwia DVR ons
3Arpy3KM B O651AKO CBA3AHHbIX C COBbITUSAMM
BMOEOMATEPUANOB C NPUBA3AHHBIX KOHAOB.

AKTUBALMS UK NPOLSIeHNE MOANMMCKU HO CePBUC OBNTAYHOIO
XPOHUNLLG 1S KOHANA.

BE3OMNACHOCTb

Moaaepxka WmpposaHus kaHanos: HTTPS n TLS / SSL
MCMNOMb3YIOTCH A9 06ecneveHns 6e30MNaCHOCTH NPOLLECCa
nepenaYn AOHHbIX.

Mopnepxka wmepoBaHua curHana: AES 128 n RSA
MCMNONb3YIOTCS AN 06ecneyeHmns 6e30NaCHOCTM
nepenaBaeMbIX OAHHbIX.

3aLUMTA yYETHOM 3AMMUCK OT B3NIOMOA.

MopaepXKa WndPOBAHMS NPOBEPOYHOrO KOAA A4
o6ecneyeHns 6e30NACHOCTY MOTOKOBOWM Nepenayn BO BpeMmst
YOONEHHOrO NPOCMOTPA BUOEO B PEXMME PEASIbHOIO
BPEMEHU U 30rPy3KMu.

Moppepxka Cloud P2P ons ycTaHOBNEHWs 6€30MacHOro
coefnHeHVst 6e3 COMOCTABEHUS MOPTOB, O TAKXe AN
NPELOTBPALLEHNS OTKPbITUS MOPTOB B O6LLEOOCTYMHOM CETU.
YHUKQNbHBI CEPUIAHBIA HOMEP, MPUBA3AHHbIN K OOHOM
YYETHOWM 3AMM1CK, ANs NPENOTBPALLEHNS OO6ABNEHS
YCTPOWCTB 3710YMbILLIIEHHNKOM.

Mpumeuanune: PyHKLMM, OTMEUYEHHbBIE *, MOTYT EbITb HEAOCTYMHbI B ONPeAeNIeHHbIX CTRAHOX MU PETMOHOX.

CM. PYHKLMOHANBHOCTb B KOHKPETHOM MHTepdeiice.
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CNELUUPUKALIUU
B cnepytoLuern Taénumue NnokasaHa MOKCUMAIbHAS MPOU3BOANUTENBHOCTb MO6UNbHOIO npunoxerus Hik-ProConnect.

XapaKTepucTUKu MakcuMmanbHas NPoOU3BOAUTENbHOCTD

MNopnepxmBaemMble S3bIkn AHINACKNA, APABCKUI, BPAINIBCKMUIA MOPTYTONbCKNN, GONTAPCKNIA,
XOPBOTCKUM, YELLICKNA, OATCKMIM, FOANAHACKNA, SCTOHCKMIA, GAPCKH, GUHCKUM,
QPAHLY3CKMIA, HEMELKWNIA, FPEYECKII, UBPWT, BEHFEPCKMNIA, MHOOHE3UCKNIA,
UTOSTBAHCKNM, ATTOHCKUI, KO3AXCKUM, KOPENCKNM, NATBILLCKNM, IMTOBCKUN,
HOPBEXCKNI, MOMNBCKMIA, MOPTYFANBCKUIA, PYMBIHCKINI, PYCCKMNIA, CEPOCKUI,
CNOBALKWI, CITOBEHCKUM, NCMAHCKMIA, LUBEOCKUIA, TONCKUA, KUTANCKNA,
TYPEeUKUI, YKPAUHCKIUI, Y3B6EKCKIMM 1 BBETHAMCKMN

KonnuecTtBo o6bekToB He orpaHuyeHo
Konuyectso ycTponcts He orpaHuyeHo
CpOoK XPOHEHWS YBEAOMIEHU Ho 7 pHen

NPABUJIA DKCMNYATALIUU COMYTCTBYIOLLUX YCTPOACTB

1. YCTPOMCTBO [OMKHO SKCMYATUPOBATLCS B YCIOBUSX, O6ECMEUYMBAIOLLMX BO3ZMOXHOCTb PAGOThI CUCTEMbI OXNAXKAEHUS. Bo n3bexaHne
rneperpesa 1 BbIXo4d NPUGopa 13 CTPOS HE OOMYCKAETCS PA3MeLLeHMe PSAOM C UCTOUYHUKAMWU TEMTOBOIO U3NYyYEeHUs, UCMOSb30OBAHME B
3AMKHYTBIX MPOCTPAHCTBAX (LMK, FYXOW WKAD M T.M.).

2.Bce noaKnto4YeHUsa OOMKHbl OCYLLEeCTBAATbCA MNPU OTKIIOYEHHOM N1eKTPOMUTAHUN.

3. 3anpeLyeHa NoaaY4a HA BXOAbl YCTPOMCTBA CUTHAMOB, HE MPERYyCMOTPEHHbIX HA3HAYEHNEM 3TUX BXOAO0B, 3TO MOXET MPUBECTU K BbIXOAY
YCTPONCTBA U3 CTPOS.

4. He gonyckaeTtcs BO3AenCTBME HA YCTPONCTBO MCTOUHUKOB SIEKTPOMAHUTHBIX U3STYyYEHUI, OKTUBHbBIX XMMUYECKUX COeQUHEHNH,
3NEeKTPUYECKOro TOKA, A TAKXE AbIMJ, NAPA U APYrMX GAKTOPOB, CMOCO6CTBYIOLLMX MOpYe YCTPONCTEA.

5. KoHpUrypmpoBaHne yCTponcTBA NINLLOM, HE MMEIOLLMM COOTBETCTBYHIOLLLEN KOMMETEHLMN, MOXET NPUBECTU K HEKOPPEKTHOM padoTe, C60sM
B PABOTE, O TAKXE K BbIXOAY YCTPOWCTBA U3 CTPOS.

6. He ponyckatoTcs NOAEHNs U CUMbHAS TPSICKA YCTPOWCTBA.

7. PekoMeHAayeTCs UCMOMb30BAHUE UCTOYHUKA 6ecrnepebonHOro NMUTAHUS BO M3GEXAHNE BO3OEMNCTBUS CKAUYKOB HAMPSXXEHUS UM HELUTATHOIO
OTKJIIOYEHNS YCTPONCTBA.

Lna nonyyeHuns MHGOPMALMM 06 YCTAHOBKE U BKIIKOUEHWUM YCTPOMCTBA, MOXANYHACTA, oépaTtutech K KpaTKOMy pyKOBOACTBY MOMb30BATENS
COOTBETCTBYIOLLEro YCTPOWCTBA.
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